ADC SLB HIAYRFZEFAR
R4ERA: ADC 3.0-V1.0

iRtz 7r4a

ADCFmiRfit T FERIGREINESHAIMERE, JUBREXRSHABFIFER. BRNTHEXRIKRER
AR, FLBR N Rt EnsIAARERiE.

Eitt, ADCEM T AImiEIARIZROSGER, iILAFPECkKRENANETHIRE, mAFECKRES
e, ESE. RE

HE0, OIYRFERIANSIFHTTP, HTTPS, TCPFIRADIUSZEELRIVS,

BIZEE

BIALUuaiBEZ AER, BlluafOiEEe] LAERI AR B ER,
BIMESADCHIR PR EIESE, BT RE. I BN REEREO. BaiEiINTRmEHADs A=
HF08EN, ST THTTP, SSL. PERSIST. MBLBEZHEXAITHALIRIE,

=4

UREBINEENGIENERR, SAXRINEM, BRIADCRI IR APSHFINTEH:

HTTP_REQUEST : HiRFUIRIFEERIclientiBERAIHTTP header/afitk.

HTTP_REQUEST_DATA : ZiRUTEISTERIClient&ZIXAIHTTP body/afitA,

SERVER_BEFORE_CONNECT : 4iG%i%HRS, BARIEZRSZBIfLA.

HTTP_RESPONSE : IZFZWEIZZEERIRSEISAIHTTP header/5fitAk,

HTTP_RESPONSE_DATA : HIZHRWEI—EA/NPIRSEISHIHTTP bodyfafitk, 1ZA/INBITHIZAIE
MR TIRE, BANENSEREATEHEEKE, Witk —RiZzE4.

CLIENT_DATA : HiRBWEITCPHUREMMA, MRMAIRER, KATCPEE,

SERVER_DATA : iRFCIFESRSEMA, MKEICLIENT_DATAZEH4,

USER_REQUEST : HMIREEIXSclient@ M TCPIERZEWEITCPEIREMA X, HiZETRKE!
clientlYUDPEIREE it A—IX,

%

SLB
SLB.rs

o IjJBE
BHENERAEIAEERIEI Sin0, ZUTLUMERMEE, BRI BECEEADCHRYMEIE, F
Rt $EHiRENRESSHSIE RTINS THRER .
HvsHigBEiEserver-poolgserver-pool BRI ARSHS, VSIASAARTAR, LtHRIRIERIZA
PEAT s, HTFVSKSRTH, RELSTE,
o Bk
SLB.rs(ip[, port])
ip . BERNEKESEEEZp.
port : BHEENEKEFIEERZport, BIMEAclientiEkAIport,

REIREltrue, KMKHREIfalse,
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iS4 HTTP_REQUEST, HTTP_REQUEST_DATA,

o il

when HTTP_REQUEST {
LOG.debug(LOG.DEBUG, string.format("enter HTTP_REQUEST event!\n"))
SLB.rs("1.1.1.1", "666") --balance the traffic to 1.1.1.1:666

when HTTP_REQUEST {
LOG.debug(LOG.DEBUG, string.format("enter HTTP_REQUEST event!\n"))
SLB.rs("1.1.1.1")
--when client request http://x.x.x.x:123, balance the traffic to 1.1.1.1:123

SLB.pool

o IjEE
TEHTTP_REQUEST, HTTP_REQUEST_DATA, USER_REQUESTE4F, EUansRKAREZEHSER
server-pool, gxEserver-pooldRIRS, EifsEfserver-poolfItdEEziEH— N HAIRS, FF
WA SARFERTERIFRIL,

FECLIENT_DATA, SERVER_DATAZE{4rh, iR[EHEEServer-poolHHIRS,
HVsHigBHEcEserver-pooldiserver-pool BRI ARSES, VSIRESAARTARY, LHATRMEMIZA
FER T poold®, BHTFVSKREATH, REHRSFE.

o iBi&
ok,rs = SLB.pool([pool_name][, rs_name])
pool_name : FEHRNIBIEHAEEIZFIpool_namehTserver_pool, YNRAIE
£, NEERZEIVS TEAIARIserver-pool,
rs_name : f§xEserver-pooldfIRS, WNERAIEE, NfEHEIEESserver-pool
AISEEIREE— RS,

BpkINiEMEltrue, rs: {name, ip, port}, LKMER[Elfalse,rsAnil,

iBEFEE: HTTP_REQUEST, HTTP_REQUEST DATA, CLIENT_DATA, SERVER_DATA,
USER_REQUEST,

i MEOAREEFPERSIST. persistiEC1RRSEA. MNR5GEAM T PERSIST.persist, BPAIRMA
SLB.pooliEO&iR[EKM,

o =l
when HTTP_REQUEST {

SLB.pool("pool_1", "rs_1") --balance traffic to rs_1 in pool_1

when HTTP_REQUEST {
SLB.pool("pool_1") --balance traffic to pool_1l, auto select RS


af://n25

when CLIENT_DATA {

Tocal ok,rs = SLB.pool("pool_1") --balance traffic to pool_1, return RS
if ok then

LOG.debug(LOG.DEBUG, string.format('rs ip %d, name %s\n", rs.ip,
rs.name))
end

SLB.rs_list(pool_name, [is_available])

o INEE
SRENRSHUBCENSRES.
o Bk
SLB.rs_list(pool_name, [is_available])
pool_name : JEHENIEXEFIEERIZF Apool_namefiserver_pool,

is_available : Afalse, $REXZHBIpoollIFFIBRSHFRES,; Hutrue, IREXpoolfIFRE
BYHIRSHRES.

IZEIFFEBHET RE4E{{ name, ip, port}{name, ip, port},..}
EATFERESEM.

o il

when CLIENT_DATA {
Tocal rs_set = SLB.rs_list("pool_1")
for _,rs in pairs(rs) do
LOG.debug(LOG.DEBUG, string.format('"rs ip %s, port %d\n", rs.ip,
rs.port))
end

SLB.rs_status(pool_name, rs_name)

o IjNRE
SRENSPHRRSHIIRZ.,
e iBiZ&

SLB.rs_status(pool_name, rs_name)
pool_name : ¥giEserver-poolflI&Z=,
rs_name : FSERSHIZE.

KMLEENil, errAKMIRE.,
RSAJAiR[E]available

RSAT BiR[Elunavailable
ERFERBESEM.

o B


af://n39
af://n50

when CLIENT_DATA {
Tocal status,err = SLB.rs_status(pool_name, rs_name)
if status then
LOG.debug(LOG.DEBUG, string.format("rs %s, status %s\n", rs_name,
status))
else
LOG.debug(LOG.DEBUG, string.format("get rs status faild, err %s\n",
err))
end

SLB.get_pool([true|false])

o IjJgE
KRB HRIERIRSSRIVSECERIserver-pool,
* iEi
ok,rs = SLB.get_pool([true |false])
true : IREIZHFIAEAIvsBECERIserver_pool,
falsesnil : IREIHFIHEAIvsECERIbackup_server_pool,

(UERTFHTTPIERSGRE, TCPEH{.

o =B

when CLIENT_DATA {
Tocal sp_name,err = SLB.get_pool(true)
if sp_name then
LOG.debug(LOG.DEBUG, string.format('"vs server pool name %s\n", sp_name))
else
LOG.debug(LOG.DEBUG, string.format(''get vs server pool name err:%s\n",
err))
end

HTTP

HTTP.method
HTTP.method.get

o IfEE
SRENHRIHTTPIEKAYL, BIGN"GET", "POST"4.,
o 8%
HTTP.method.get()
FEINREIHTTPA %, RBAFHEH, KBRENIl,
ERSEM: SRFHTTPEE.

o M
when HTTP_REQUEST {

Tocal method = HTTP.method.get()
LOG.debug(LOG.DEBUG, string.format('"the method is %s\n", method))
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HTTP.uri

HTTP.uri.get

o INRE
SEESETHTTPIS KA uri,
o iBX

HTTP.uri.get()
RINREHTTPIERAuri, XBUAHFHFHR, KWHEENI,
EASEM: ERFHTTPEH.

o Bl

when HTTP_REQUEST {
Tocal uri = HTTP.uri.get()
LOG.debug(LOG.DEBUG, string.format("the uri is %s\n", uri))

SHEK http://1.1.1.1/index.html , uri)g /index.html,

HTTP.uri.set

o Ijgg
RELHRIHTTPIERNUri, (ERHTEEMBEE.
o iEiZ&

HTTP.uri.set(value)
value : BRERIUri=RTEH,

FEINiREItrue, KMREIfalse,
iEFSEE: HTTP_REQUEST, HTTP_REQUEST DATA,

o bl

when HTTP_REQUEST {
local ret = HTTP.uri.set("/test.html")
if ret then
LOG.debug(LOG.DEBUG, string.format("set uri success\n"))
end

HTTP.uri.get_args

o INgE
SRENHBIHTTPIEKAurichiy244,
o iBX

HTTP.uri.get_args()
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RULEREIHTTPIERuridRgg281, #BHlua table, Z2#idkeyhivaluei—NME
Bd, valueB=FHR, keylvalueBS/MERT, valuelltablefIFRTFIE, KMEAFIFE

iBEnil,
ERSEM: SRFHTTPEE.

o il

when HTTP_REQUEST {
Tocal arg_table = HTTP.uri.get_args()
if arg_table then
for key, value in pairs(arg_table) do
if type(value) == "table" then

LOG.debug(LOG.DEBUG, string.format("key:

")

else

LOG.debug(LOG.DEBUG, string.format("key:

end
end
end

Xturi /test?a=1&b=2, HiRKREHHS:
key: a, value: 1
key: b, value: 2

Xfuri /test/?a=1&b=2&b=3, HRIEHHA:
key: a, value: 1
key: b, value: 2, 3

HTTP.version

HTTP.version.get

o IjNRE
SRENZRUHTTPIEKAYHTTPIMY RS,
o B

HTTP.version.get()
REVNMREIHTTPHNYARAE, EKBAFFE, KMHRENIL,
ERSEM: EBFHTTPEY,
o 35l
when HTTP_REQUEST {

Tocal version = HTTP.version.get()
if version then

%s, value: %s",
table.concat(val,

%s, value: %s",
value))

LOG.debug(LOG.DEBUG, string.format("HTTP version is %s\n", version))

end
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HTTP.header
HTTP.header.get

o INRE
RIESRTETS FEREXHTTPRJheader,

o Bk
HTTP.header.get([name])
name : headerdEMHEF, WMRAIEE, NWEKEEESheader,

REVLNREBRIAEIE, HiZzEEE—MER, BEXEHFFH,; HZzEHES/MER,
iIREIBHlua table; IKEVEE MNheaderld, BEIZBHlua table, kMK AIFEEE

nil,
iEAEG: EAFHTTPEE,

o Tl

when HTTP_REQUEST {--get host from http header in request traffic
Tocal host = HTTP.header.get("host")
if host then
--host is a single value attribute, so no need to judge if type(host) is
table
LOG.debug(LOG.DEBUG, string.format("HTTP host is %s\n", host))
end

when HTTP_REQUEST {--get content-type from http header in response traffic

Tocal content_type = HTTP.header.get("content-type")

if content_type then
--content_type is a single value attribute,
--so no need to judge if type(content_type) is table
LOG.debug(LOG.DEBUG, string.format("HTTP content_type is %s\n",

content_type))
end

when HTTP_REQUEST {--get whole http header from request traffic, and print it
Tocal header = HTTP.header.get()
if header then
for key, value in pairs(header) do
if type(value) == "table" then
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s", key,
table.concat(value, ",")))
else
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s",
key, value))
end
end
end

HTTP.header.insert
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o IjgE
RIELRIRETTR, AHRIHTTPIRIMAYheaderFENIEEAR, MRAATheaderhBIEERBAN
RENE, NSEBANEREIRE.

. iBi&
HTTP.header.insert(header_name, header_value)
header_name : B \fFheaderFIEHNZE.
header_value : EifA\TEheader B HHIE,

RINiEElItrue, KMiIR[Elfalse,
ERSEMY: SBFHTTPESM.

o il

when HTTP_REQUEST {--insert a attribute in http header in request traffic

Tocal ret = HTTP.header.insert("test-script", "success")
if ret then
LOG.debug(LOG.DEBUG, string.format("insert header success\n"))
end
}
HTTP.header.remove
o INgE

RIEZSRIRES R, EIRIHTTPIRX ASheaderifREERS, MRIEENEMHEZME, WZE
MEERSHIBR.
o i
HTTP.header.remove(header_name)

header_name : EiFA{EheaderFEHHNB=E.
RkIiREltrue, KMKiRE]false,
iEAEG: SAFHTTPEE,

o Tl

when HTTP_RESPONSE {--delete a attribute in http header in response traffic
local ret = HTTP.header.remove("last-modified")
if ret then
LOG.debug(LOG.DEBUG,
string.format("delete last-modified in header success\n"))
end

HTTP.header.replace

o INRE
RIELETRES R, EHAHTTPIRNX headerhBIRIEEBMNNS, MRIEENEEESA
B, WS/ MEHBLWER, NRYFTheaderh AEFIEENENE, NAMIRIE,
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o iEj
HTTP.header.replace(header_name, header_value)
header_name : E&#fheaderhEERNZE.
header_value : E&F#iheaderdh i ERE.

RN Eltrue, KWiRElfalse,
ERASEH: ERTFHTTPEH.
o Xl
when HTTP_RESPONSE {--replace a attribute in http header in request traffic
Tocal ret = HTTP.header.replace("user-agent", "script-test")
if ret then

LOG. debug(LOG .DEBUG,
string.format("replace user-agent in header success\n"))

end
}
HTTP.status
HTTP.status.get
o INRE
SEESETHT TP R AR,
o BX
HTTP.status.get()
REINREIHTTPREZ RS, #BY9lua number, KBUREINIl,
iEAEM: HTTP_RESPONSE, HTTP_RESPONSE_DATA,
o XAl

when HTTP_RESPONSE {
Tocal status = HTTP.status.get()
if status == 200 then
LOG.debug(LOG.DEBUG, string.format("request success\n"))
end

HTTP.body
HTTP.body.get

o IjJEE
RIESEIRESM, FKEHTTPIERENZ A EAIbody.,
o iBiX
HTTP.body.get()

FXUIREIHTTPRYbody, XKBIAFFER, KWEbodyRFEREINIl,

iS4 HTTP_REQUEST_DATA, HTTP_RESPONSE_DATA,
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fEHTTP_REQUEST DATASS{(4rh({:EMAS, 3XEXbodyfILIRE; 7E
HTTP_RESPONSE_DATARR{EEFIRY, EESGHERHTTP.collect()FHREHEENEEIbody A,
IREIASHLENLESIRIbody £,

o il

when HTTP_REQUEST_DATA {
Tocal body = HTTP.body.get()
if body then
LOG.debug(LOG.DEBUG, string.format("body in request is %s\n", body))
end

when HTTP_RESPONSE {
Tocal ret = HTTP.collect(100)
if ret then
LOG.debug(LOG.DEBUG, string.format("set collect success\n"))
end

when HTTP_RESPONSE_DATA {
Tocal body = HTTP.body.get()
if body then
LOG.debug(LOG.DEBUG,
string.format("current collect body in response is %s\n",

body))

end

}
HTTP.body.set
o INgE
RIEYEIRESE, REHTTPIEKENE A AAbody,
* ifj
HTTP.body.set(body)
body : BIgERIbodyHE, KEUANFFER,

REINiREtrue, KMGREIfalse,

iEAEM: HTTP_REQUEST DATA, HTTP_RESPONSE_DATA,
o R

when HTTP_REQUEST_DATA {

Tocal body = HTTP.body.get()

if body then
Tocal ret = HTTP.body.set("test-script")
if ret then

LOG.debug(LOG.DEBUG, string.format("set body in request success\n"))

end

end
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when HTTP_RESPONSE {
local ret = HTTP.collect(100)
if ret then
LOG.debug(LOG.DEBUG, string.format("set collect success\n™))
end

when HTTP_RESPONSE_DATA {--change response body to lower
Tocal body = HTTP.body.get()
if body then
Tocal Tower_str = string.lower(body)
Tocal ret = HTTP.body.set(lower_str)
if ret then
LOG.debug(LOG.DEBUG,
string.format("set body in response success\n"))
end
end

HTTP.body.replace

o Ijgg
RIEZRIRETTR, WHTTPIEREIEN S EAIbodyFRBHITEIR,
o iHi

HTTP.body.replace(original, target)
body : BiIREHIbodyRNE, HEINFRE,

INiRMltrue, KKiR[EOIfalse,

1SS HTTP_REQUEST _DATA, HTTP_RESPONSE_DATA,

o B

when HTTP_REQUEST_DATA {
Tocal ret = HTTP.body.replace("hello", "test-script")
if ret then
LOG.debug(LOG.DEBUG, string.format("replace body in request success\n"))
end

when HTTP_RESPONSE {
local ret = HTTP.collect(100)
if ret then
LOG.debug(LOG.DEBUG, string.format("set collect success\n"))
end

when HTTP_RESPONSE_DATA {
Tocal ret = HTTP.body.replace("world", "script")
if ret then
LOG.debug(LOG.DEBUG,
string.format("set body in response success\n"))
end
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HTTP.cookie
HTTP.cookie.get

o INRE
RIBLRIREAM, FKEHTTPIEKREMNZ A AR cookielIZTR, ZRE RS cookiefd
name-valuedfvaluefl, FIHREVEME.
o &
HTTP.cookie.get(name)

name : B¥XENAYcookieBFR,
IR ElcookiefI(H, XKBUAFHHR, KMHAFERENIL,
ERSEM: EBFHTTPHY.

o il

when HTTP_RESPONSE {
Tocal cookie_value = HTTP.cookie.get("userl")
if cookie_value then
LOG.debug(LOG.DEBUG, string.format('cookie_value in response cookie is
%s\n",
cookie_value))
end

SFFcookie: Set-Cookie: test=2345:Domain=aaaa;Path=/test, 1ZFRE{NFkE test=12345]X—
BEXY, AFZENESEIREL.

HTTP.cookie.get_attr

o IJRE
REUN & /5 Efdset-cookieRRYE M E.
o iBi%

HTTP.cookie.get_attr(cookie_name, attr_name)
cookie_name : EFEENHIcookiel9BFR,
attr_name : EZREVIBEMRIBTR.

FiUliEElcookiefIAR, XKBIAFHEHR, KWHAFEEEDNII,

B4 HTTP_RESPONSE, HTTP_RESPONSE_DATA,

o Tl

when HTTP_RESPONSE {

Tocal cookie_domain = HTTP.cookie.get("userl", "Domain")

if cookie_domain then

LOG.debug(LOG.DEBUG,
string.format("domain of cookie userl in response cookie is
%s\n",
cookie_domain))
end
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3T cookie: Set-Cookie: user1=2345;Domain=aaaa;Path=/test, _EiA{LrZ%i+ 79 domain of
cookie user1 in response cookie is aaaa

HTTP.keepalive

HTTP.keepalive.get

o IfgE
RENHRIHTTPIEZ 2 & Ekeepalivery,
o iBi&

HTTP.keepalive.get()
R LEIEERkeepalively, iBEtrue, FNiRElfalse,
iEASEM: SAFHTTPSEH,

o il

when HTTP_REQUEST {
Tocal is_keepalive = HTTP.keepalive.get()
if is_keepalive then
LOG.debug(LOG.DEBUG,
string.format("current connection is a keepalive
connection\n"))
end

HTTP.request
HTTP.request.get

o IfNRE
SKENHRIHTTPIER:, 5K MAEE M header,

o B

HTTP.request.get()

RINELIEE M headerfJlua table, SKMERMG]NIl,
ERSEM: EBFHTTPEM.

o Tl

when HTTP_RESPONSE {--print request header in response event
Tocal header = HTTP.request.get()
if header then
for key, value in pairs(header) do
if type(value) == "table" then
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s", key,
table.concat(value, ",")))
else
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s",
key, value))
end

end
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end

HTTP.response
HTTP.response.get

o INRE
SRENHBIHTTPERE, A5 EAYEE Nheader,

o &

HTTP.response.get()

RINELIE M headerffJlua table, KMGRME]NIl,

B4 HTTP_RESPONSE, HTTP_RESPONSE_DATA,

o il

when HTTP_RESPONSE {
--print response header in response event; here, equal to HTTP.header.get()
Tocal header = HTTP.response.get()
if header then
for key, value in pairs(header) do
if type(value) == "table" then
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s", key,
table.concat(value, ",")))
else
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s",
key, value))
end
end
end

HTTP.scheme
HTTP.scheme.get

o IhEE
SRS BIHTTPIERE R scheme,

e iBi&
HTTP.scheme.get()

IR EI & EEEAscheme, AFFFER"http"F"https”, KBUREIl,
EASEM: SAFHTTPEH,

o il
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when HTTP_RESPONSE {
--print http scheme, for http connect, scheme is "http", for https ,scheme
is "https"
Tocal scheme = HTTP.scheme.get()
if scheme then
LOG.debug(LOG.DEBUG, string.format("key:%s, value:%s",
key, value))

end
}
HTTP.redirect
o IhEE
AEFiRAZLEERNE,
° g%
HTTP.redirect(url[, status])
url : EEEEZEIRIFTuriiBLL,
status : IREEEEFIHAVAAD, KBNS, HFis3EF301. 30250307, BKIAA302,
RkIiREltrue, KMiR[EIfalse,
1EFE{4: HTTP_REQUEST, HTTP_REQUEST DATA,
o 5l

when HTTP_REQUEST {
Tocal url = HTTP.url.get()
if url == "/" then
HTTP.redirect("/test-script.html", 301)

end
}
HTTP.close
o INRE
FERUFIHTTPIER.
o g%

HTTP.close()
IDiBEItrue, KKuR[EIfalse,
ERSEM: EBFHTTPEM.

o x5l

when HTTP_REQUEST { --close connection from whose user-agent is "test-script"
Tocal user-agent = HTTP.header.get("user-agent")
if user-agent == "test-script" then
HTTP.close()
end
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HTTP.bypass

o IfgE
fRfitbypassIhge, WRERA T HEREL, XNFHenEks, EENRASHARBEIT.
o X

HTTP.bypass()
FINiEEltrue, KMEREfalse,
ERASEH: ERTFHTTPEH.

o fl
when HTTP_REQUEST { -- if user-agent is "test-script", do not execute following
event

Tocal user-agent = HTTP.header.get("user-agent")

if user-agent == "test-script" then

HTTP.bypass()

end

}

when HTTP_RESPONSE {
--this event won't be execute when user-agent from request is "test-script"
LOG.debug(LOG.DEBUG, string.format("enter event HTTP_RESPONSE"))

HTTP.collect

o INgE
MR K RERHTTPIARSbodyBINES, FHARAHTTP_RESPONSE_DATAZE, 43
HTTP_RESPONSE DATATHREERI T IWEUS, FETHARINE,

fit/RHTTP_RESPONSE_DATAZE{4RY, SARIBEISRIEIRTIRX ASHITHHEFFIMTKE, RrLABE
FbodyKESATETISENIKE, MATZEME, MRbodyREEE, NKEBISERKE
&, SBRRZEN.
e B
HTTP.collect(length)

length : BUERbody=FFfFEERKE, B{AIAB,
INiRMltrue, KKiR[EOIfalse,
i=EMASE: HTTP_RESPONSE,

o =B

when HTTP_RESPONSE {
local ret = HTTP.collect(100)
if ret then
LOG.debug(LOG.DEBUG, string.format("set collect success\n"))
end

when HTTP_RESPONSE_DATA {


af://n391
af://n405

Tocal body = HTTP.body.get()
if body then
LOG.debug(LOG.DEBUG,
string.format("current collect body in response is %s\n",

body))
end
}
HTTP.respond
o IhEE
MAclientimBZNZIEENS.
o BX
HTTP.respond(string[, status_code])
string : BRSNS, LEAFKE.
status_code : AEFIKEINATARSEE, WIAEE, BIAH200,
REINiREtrue, KMRElfalse,
&Y. HTTP_REQUEST, HTTP_REQUEST DATA,
o 5l

when HTTP_REQUEST {
Tocal host = HTTP.header.get("host")

if host == "www.google.com" then
HTTP.respond("404 not found", 404)
end
}
SSL
SSL.version

SSL.version.get

o Ijgg
SRENHRNEESSLIRAER, RlclientSADCIRENEIAIMRAS,
o B

SSL.version.get()
REINREIssIkRE, XKBAFHE, KWEAFERENII,
ERSEM: SAFHTTPEEFIUSER_ REQUESTEH,

o Tl
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when HTTP_REQUEST {
Tocal ss1_version = SSL.version.get()
if ssl_version then
LOG.debug(LOG.DEBUG, string.format("ss1 version is %s\n", ssl_version))
end

HESHFARRAA"TLSV ", "TLSv1.1", "TLSv1.2", "SSLv2", "SSLv3",

SSL.session

SSL.session.id.get

o INRE
FREN M BNEED, SSLNEHEERIsessionidid,
o iBX

SSL.session.id.get()

IR Elsessionfilid, XKBUAEF, KMHAFEEENIl,

EASEH: EAFHTTPSEHFIUSER REQUESTE(H,
o M5
when HTTP_REQUEST {

Tocal ss1_session_id = SSL.session.id.get()

if ssl_session_id then

LOG.debug(LOG.DEBUG, string.format('"ss1 session id is %s\n",

ssl_session_id))
end

SSL.session.ticket_id.get

o INRE
SRENZSRIERZS, SSLIRtHEAYsessionATticket id,
o iE;

SSL.session.ticket_id.get()
kIR sessionfiticket id, XRBUIHTF, KMEEAEFTEENII,
ERSEH: EBFHTTPHEMFIUSER_REQUESTEHH,

o =B

when HTTP_REQUEST {
Tocal ss1_session_ticket_id = SSL.session.ticket_id.get()
if ssl_session_ticket_id then
LOG.debug(LOG.DEBUG, string.format('"ss1 session ticket id is %s\n",
ss1_session_ticket_id))
end
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SSL.client_verify

SSL.client_verify_result.string.get

o INRE
FRESENEZEF, SSLTclientiEPHIIGIFLEER,
o 8%

SSL.client_verify_result.string.get()

RIBIE RIS BRI F TR "SUCCESS 8% "FAILED:<reason>", BIEBAEFE, IR
E"NONE",

iEAEMY: EAFHTTPEEFIUSER_REQUESTE Y,

o Tl

when HTTP_REQUEST {
Tocal verify_result_string = SSL.client_verify_result.string.get()
if verify_result_string then
LOG.debug(LOG.DEBUG, string.format("ss1 client verify result is %s\n",
verify_result_string))
end

SSL.client_verify_result.code.get

o INRE
FRESENEZEF, SSLclientiEBHIIGIFLEEER,
o 8%

SSL.client_verify_result.code.get()

REUBBREHEBIAMERE R, RBAHF, KMEARFEERENI,

EAEMN: ERFHTTPHEMFIUSER_ REQUESTE,
o Rl
when HTTP_REQUEST {

Tocal verify_result_code = SSL.client_verify_result.code.get()

if verify_result_code then

LOG.debug(LOG.DEBUG, string.format('ss1 client verify result is %s\n",

verify_result_code))
end

D NSESEZREDNIVE SIS


af://n481
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code

nil

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

string

NONE

SUCCESS

FAILED:unable to get issuer certificate
FAILED:unable to get certificate CRL
FAILED:unable to decrypt certificate's signature
FAILED:unable to decrypt CRL's signature
FAILED:unable to decode issuer public key
FAILED:certificate siganature failure

FAILED:CRL signature failure

FAILED:certificate is not yet valid
FAILED:certificate has expired

FAILED:CRL is not yet valid

FAILED:CRL has expired

FAILED:format error in certificate's notBefore field
FAILED:format error in certificate's notAfter field
FAILED:format error in CRLs lastUpdate field
FAILED:format error in CRL's nextUpdate field
FAILED:out of memory

FAILED:self signed certificate

FAILED:self signed certificate in certificate chain
FAILED:unable to get local issuer certificate
FAILED:unable to verify the first certificate
FAILED:certificate chain too long
FAILED:certificate revoked

FAILED:invalid CA certificate

FAILED:path length constraint exceeded
FAILED:unsupported certificate purpose
FAILED:certificate not trusted

FAILED:certificate rejected

FAILED:subject issuer mismatch



code string

30 FAILED:authority and subject key identifier mismatch

31 FAILED:authority and issuer serial number mismatch

32 FAILED:key usage does not include certificate signing

B8 FAILED:unable to get CRL issuer certificate

34 FAILED:unhandled critical extension

35 FAILED:key usage does not include CRL signing

36 FAILED:unhandled critical CRL extension

37 FAILED:invalid non-CA certificate (has CA markings)

38 FAILED:proxy path length constraint exceeded

39 FAILED:key usage does not include digital signature

40 FAILED:proxy certificates not allowed, please set the appropriate flag
41 FAILED:invalid or inconsistent certificate extension

42 FAILED:invalid or inconsistent certificate policy extension
43 FAILED:no explicit policy

44 FAILED:Different CRL scope

45 FAILED:Unsupported extension feature

46 FAILED:RFC 3779 resource not subset of parent's resources
47 FAILED:permitted subtree violation

48 FAILED:excluded subtree violation

49 FAILED:name constraints minimum and maximum not supported
50 FAILED:application verification failure

51 FAILED:unsupported name constraint type

52 FAILED:unsupported or invalid name constraint syntax

53 FAILED:unsupported or invalid name syntax

54 FAILED:CRL path validation error

56 FAILED:Suite B: certificate version invalid

57 FAILED:Suite B: invalid public key algorithm

58 FAILED:Suite B: invalid ECC curve

59 FAILED:Suite B: invalid signature algorithm

60 FAILED:Suite B: curve not allowed for this LOS



code string

61 FAILED:Suite B: cannot sign P-384 with P-256

62 FAILED:Hostname mismatch

63 FAILED:Email address mismatch

64 FAILED:IP address mismatch

65 FAILED:Invalid certificate verification context

66 FAILED:Issuer certificate lookup error

67 FAILED:proxy subject name violation
SSL.tlsext

SSL.tlsext.sni.get

o INRE
SRENZRIERZESF, clientinSSLIEKPAIsnifEE.
e B

SSL.tlsext.sni.get()

RINEEIsniRBER, XRAFFER, KMEEAFEEENI],

ERSEM: EBFHTTPHEMHFIUSER_ REQUESTEHH,
o
when HTTP_REQUEST {

Tocal server_name = SSL.tlsext.sni.get()

if server_name then

LOG.debug(LOG.DEBUG, string.format("ss1 client sni is %s\n",

server_name))
end

SSL.tlsext.alpn.get

o IfEE
SRENsshERER, client hellofRSESEIALPNS A,
o 8%
SSL.tlsext.alpn.get()
REINiREIclient hellofEAYalpnFER, KBAFHER, KMKAFEERENI,
B EMAFUSER_REQUESTE(E,

o Tl


af://n718
af://n719
af://n733

when USER_REQUEST {
Tocal alpn = SSL.tlsext.alpn.get()
if alpn then
LOG.debug(LOG.DEBUG, string.format("ss1 client alpn is %s\n", alpn))
end

SSL.cipher

SSL.cipher.name.get

o IfNRE
SRENHENEES, SSLipmE R cipher&#R,
o &

SSL.cipher.name.get()
FINiBEIcipher@fR, XKBIAHFFHER, KWEAFEEENI,
iEAEH: EAFHTTPEHFIUSER_REQUESTE(,
o Tl
when HTTP_REQUEST {
Tocal cipher_name = SSL.cipher.name.get()
if cipher_name then

LOG.debug(LOG.DEBUG, string.format("cipher is %s\n", cipher_name))
end

SSL.cipher.id.get

o Ijgg
SRENZSRIEZS, SSLmtHkAIcipherflid,
e B

SSL.cipher.id.get()
FeINiBElcipherflid, XKBAHF, KWKAFERENI,
iEASEM: SAFHTTPEHAFIUSER_ REQUESTSH,
o 5l
when HTTP_REQUEST {
Tocal cipher_id = SSL.cipher.name.get()
if cipher_id then

LOG.debug(LOG.DEBUG, string.format("cipher id is %s\n", cipher_id))
end

cipherfid5nameXgR X RN


af://n747
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id

0xC0,0x30
0xC0,0x2C
0xC0,0x28
0xCO0,0x24
0xCO0,0x14
0xCO0,0x0A
0x00,0x9F
0x00,0x6B
0x00,0x39
0x00,0x88
0xC0,0x32
0xCO0,0x2E
0xCO0,0x2A
0xC0,0x26
0xCO0,0x0F
0xC0,0x05
0x00,0x9D
0x00,0x3D
0x00,0x35
0x00,0x84
0xCO0,0x2F
0xC0,0x2B
0xC0,0x27
0xC0,0x23
0xC0,0x13
0xC0,0x09
0x00,0x9E
0x00,0x67
0x00,0x33

0x00,0x9A

name

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA

ECDHE-ECDSA-AES256-SHA

DHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-SHA256

DHE-RSA-AES256-SHA

DHE-RSA-CAMELLIA256-SHA

ECDH-RSA-AES256-GCM-SHA384

ECDH-ECDSA-AES256-GCM-SHA384

ECDH-RSA-AES256-SHA384

ECDH-ECDSA-AES256-SHA384

ECDH-RSA-AES256-SHA

ECDH-ECDSA-AES256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

CAMELLIA256-SHA

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA

ECDHE-ECDSA-AES128-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-SEED-SHA



id name

0x00,0x45 DHE-RSA-CAMELLIA128-SHA
0xC0,0x31 ECDH-RSA-AES128-GCM-SHA256
0xCO0,0x2D ECDH-ECDSA-AES128-GCM-SHA256
0xC0,0x29 ECDH-RSA-AES128-SHA256
0xC0,0x25 ECDH-ECDSA-AES128-SHA256
0xC0,0x04 ECDH-ECDSA-AES128-SHA
0x00,0x9C AES128-GCM-SHA256
0x00,0x3C AES128-SHA256

0x00,0x2F AES128-SHA

0x00,0x96 SEED-SHA

0x00,0x41 CAMELLIA128-SHA

0xC0,0x12 ECDHE-RSA-DES-CBC3-SHA
0xC0,0x08 ECDHE-ECDSA-DES-CBC3-SHA
0x00,0x16 EDH-RSA-DES-CBC3-SHA
0xCO0,0x0D ECDH-RSA-DES-CBC3-SHA
0xC0,0x03 ECDH-ECDSA-DES-CBC3-SHA
0x00,0x0A DES-CBC3-SHA

0x00,0x07 IDEA-CBC-SHA

0xC0,0x11 ECDHE-RSA-RC4-SHA
0xC0,0x07 ECDHE-ECDSA-RC4-SHA
0xC0,0x0C ECDH-RSA-RC4-SHA
0xC0,0x02 ECDH-ECDSA-RC4-SHA
0x00,0x05 RC4-SHA

0x00,0x04 RC4-MD5

SSL.client_hello

SSL.client_hello.highest_version.get

o IhEE
$EEXssliERE R, Mclient helloRENE i SR SRS,
e iEj

SSL.client_hello.highest_version.get()


af://n945
af://n946

FXWiE[Elclient helloFRREVE FIRZISHIRBIRS S, XBAFHHR, KUHAFEERE

nil,
iEMA%EM: EAFUSER_REQEUSTE 4,

o Tl

when USER_REQUEST {
Tocal version = SSL.client_hello.highest_version.get()

if version then
LOG.debug(LOG.DEBUG, string.format("client support highest version is

%s\n", version))
end

}

X509

X509.issuer

X509.issuer.dn.get

o Ijgg
SRENSAER clientE B RE—IEBRIMAEES.
o B

X509.1issuer.dn.get(separator[, reverse[, cert_index]])
separator . BAnFERZERIDIEFT, nilEBNERTEVADIRRT, HES", .
reverse : E&EMFIKE, ZKilffalse, BMRrfaRENRE—NTTEMEBHEZE,
R Atrue, WILHERIAFIER.

cert_index : EEEBRPIE —RIES, 0BNERTEPHRAIE—MES, —&K
AclientAGIER, 1FRFEBENE"/NED, LU,

FEEEHEBRMAEEER, KEAFHE, ERANEEFTEARR, KWXAFEED

nil,
iEAEMN: EAFHTTPHEMHFIUSER_REQUESTSE Y,

o B

when HTTP_REQUEST {
Tocal issuer_dn = X509.issuer.dn.get("|")
if issuer_dn then
LOG.debug(LOG.DEBUG, string.format('client issuer_dn is %s\n",
issuer_dn))

end

LACHE R AT RE

"client issuer_dn is C =ca_c|ST=ca_st|L=ca_l|O=ca_o|OU=ca_ou|CN=user_cn"
X509.issuer.dn.get_field

o INRE
SRENSARER clientE BRI — B iA EREFRFER.


af://n960
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o iBiX
X509.1issuer.dn.get_field(key[, cert_index])
key : B{RAn=FEEHIZ=E, "emailAddress",
cert_index : IEEUFRHEPAE RIS, O NERNIERENE—MIER, —f%
AclientfIER, 1FRRNEBENEZMES, LA,

FENEEHEBRMEEER, KEAFHH, ERANEEFTEDR, KWXAFEED

nil,

EMSEM: ERFTHTTPSEMHFIUSER REQUESTS I,

o =B

when HTTP_REQUEST {
Tocal email = X509.issuer.dn.get_field("emailAddress")
if email then
LOG.debug(LOG.DEBUG, string.format("client email is %s\n", email))
end

ERNANFREFR

FERER FRAX
emailAddress EB R
CN BIR

ou NEHHG
0 2B

L 3]

ST MEH

C E=x

X509.subject

X509.subject.dn.get

o IjgE
SRENSARER clientE Bt R — I BRIBEERES.
e iBi&

X509.subject.dn.get(separator[, reverse[, cert_index]])
separator : BAnFRZEIDIRF, niSNERTEVADRR, AES",
reverse : EEIEFIRA, EilNfalse, BMRrfaRENRE— N TTEARRZE,

N Atrue, NFEAE/RITEFIEEN.

cert_index : IEEIEPHPIE—RIES, 0FAEFRNERHNE—MES, —#%
AclientAIER, 1FRNEBHERIEZMES, LALSEHE.,

FEINREHEBRBRERER, KEAFHEH, HRANEEFTEAR, KWXAFEED

nil,

EMSEH: ERFHTTPEMAFIUSER REQUESTS(,


af://n1020
af://n1021

o Tl

when HTTP_REQUEST {
Tocal subject_dn = X509.subject.dn.get("|")
if subject_dn then
LOG.debug(LOG.DEBUG, string.format('client subject_dn is %s\n",
subject_dn))
end

ARSI ETBE
"client subject_dn is C =user_c|ST=user_st|L=user_||
O=user_o|OU=user_ou|CN=user_cn"

X509.subject.dn.get_field

o Ijgg
RENSRIEZ ClientE B P E—RIIBAEENEAFER.
o iE;

X509.subject.dn.get_field(key[, cert_index])
key : BERAn=FEEHIZ=E, 0"emailAddress",
cert_index : IBEIERFEFINE—IER, O ANERFERBENE—MNER, —H&
AclientBIER, 1FTREPHERISEZANES, LA,
REILREHEBAEEERE, XBIFHFE, BHRAHIEEFTRENR, KWEAFFEED

nil,
ERSEM: EBFHTTPHEMFIUSER_REQUESTEHH,
o XAl
when HTTP_REQUEST {
Tocal email = X509.subject.dn.get_field("emailAddress")
if email then

LOG.debug(LOG.DEBUG, string.format("client email is %s\n", email))
end

X509.cert_chain_depth

X509.cert_chain_depth.get

o Ijgg
SRENHREZClient ERBEPIERRSEHE.
o iE;

X509.cert_chain_depth.get()
FEVNREHEBHERIEBREE, XBPHF, KWHAFEERENI],
EAEH: EAFHTTPSEHFIUSER_ REQUESTE(,

o Tl


af://n1037
af://n1051
af://n1052

when HTTP_REQUEST {
Tocal index = X509.cert_chain_depth.get()
if index then
LOG.debug(LOG.DEBUG, string.format('client cert chain has %s certs\n",

index))
end

X509.public_key

X509.public_key.type.get

o IjNRE
RENHRNERE P clientERBIIAEEEL,
o iE;

X509.pubTic_key.type.get()
FIMBEREBRIATASE, KBBFRER, KWEAFEEENIl,
iEASEM: SAFHTTPSHFIUSER_REQUESTSH{Y,

o =B

when HTTP_REQUEST {
Tocal public_key_type = X509.public_key.type.get()
if public_key_type then
LOG.debug(LOG.DEBUG,
string.format("public_key_type of client cert is %s\n",
publ1ic_key_type))
end

public_key_typea]gE/g: "RSA". "DSA". "ECC", "SM2", "UNKNOWN"

X509.public_key.algorithm.get

o Ijgg
REVHRIEZF clientiEBRINEEE,
o iBi&

X509.pubTic_key.algorithm.get()
RIMBEEIEBIAARE, REBEAFHFR, KWEAFEEENIl,
iEASEM: EAFHTTPEHFIUSER_REQUESTE(,

o Tl


af://n1066
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when HTTP_REQUEST {
Tocal public_key_algorithm = X509.public_key.algorithm.get()
if public_key then
LOG.debug(LOG.DEBUG, string.format("public_key_algorithm of client cert
is %s\n",
pub1ic_key_algorithm))
end

AR AT BES public_key_algorithm of client cert is rsaEncryption”

X509.public_key.bits.get

o Ijgg
REVHFIEZF clientiFPRINBKE.
o iFi

X509.pubTic_key.bits.get()

RINEEREBRINAIKE, XKBAEHF, KMHREFERENIL,

iEAEH: EAFHTTPEHFIUSER_ REQUESTE(,
o Tl
when HTTP_REQUEST {

Tocal public_key_len = X509.public_key.bits.get()

if public_key_len then

LOG.debug (LOG.DEBUG,
string.format("public_key_len of client cert is %s\n",

public_key_1len))
end

X509.fingerprint

X509.fingerprint.get

o Ijgg
SRENRERE R clientEBAIENK, ERSHA-1ITERG.
e B

X509.fingerprint.get()
FIMBEREBASHES, ERASHA-1TEEGI, XBAFHEHR, KMHARFEEENIL,
iSMASEM: EAFHTTPHEMHFIUSER_ REQUESTE(,

o Tl


af://n1099
af://n1113
af://n1114

when HTTP_REQUEST {
Tocal fingerprint = X509.fingerprint.get()
if fingerprint then
LOG.debug(LOG.DEBUG, string.format("fingerprint of client cert is %s\n",
fingerprint))
end

X509.md5

X509.md5.get

o INRE
SRS ANEREF R clientiEBAIMIS,
e igj

X509.md5.get()
RFEVNREHERAIMdS, KBARFHER, KMEEAFTEENI,
ERSEM: EBFHTTPEMHFIUSER REQUESTS .

o =B

when HTTP_REQUEST {
Tocal md5 = Xx509.md5.get()
if md5 then
LOG.debug(LOG.DEBUG, string.format("md5 of client cert is %s\n", md5))
end

X509.whole

X509.whole.get

o Ijgg
SRENARNEEF clientEBIIEMAS (PEMIER) .
o {Bi&

X509.whole.get()
REINEEREBHAS, XRAFHFR, KWHAFEEDENI,
iEAEMN: EAFHTTPEEFIUSER_REQUESTE Y,

o il

when HTTP_REQUEST {
Tocal whole = X509.whole.get()
if whole then
LOG.debug(LOG.DEBUG,
string.format("the whole client cert in PEM is %s\n", whole))
end


af://n1128
af://n1129
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X509.der whole

X509.der_whole.get

o IjRE
SREN L RNERE P clientEPIILHAS (DERISIU, KBasebdfRiS) .
o B

X509.der_whole.get()

FXINiREEBase64fmiIAIDERTERANEY, RBIAFHH, KWHAFERENL,
EMASM: ERTFHTTPEMFIUSER REQUESTE,

o B

when HTTP_REQUEST {
local der_whole = X509.der_whole.get()
if der_whole then
LOG.debug(LOG.DEBUG,

string.format("the whole client cert in DER encode by
Base64 1is %s\n", der_whole))
end

X509.version

X509.version.get

o IjNRE
REERIEREF clientiEBAIMRA.,
o iBiZ&

X509.version.get()

REULBRELEBRIRE, EKBAFHER, KMEAFERENII,
ERASEH: ERFHTTPEMFIUSER_REQUESTE{,
o Tf5l
when HTTP_REQUEST {
Tocal version = X509.version.get()
if version then
LOG.debug(LOG.DEBUG, string.format("version of client cert is %s\n",

version))
end

3, versionfOfEATAER"1", "2, "3",

X509.serial_num

X509.serial_num.get


af://n1158
af://n1159
af://n1172
af://n1173
af://n1189
af://n1190

o INEE
SR RhEZE P clientEBRFSIS,
e iEi
X509.serial_num.get()
REULREHEBMFETIS, XBAFHFE, KMEAFEERENI
EREMY: EMFHTTPEEFIUSER REQUESTESH,

o Tl

when HTTP_REQUEST {
Tocal serial_num = X509.serial_num.get()
if serial_num then
LOG.debug(LOG.DEBUG, string.format("serial_num of client cert is %s\n",
serial_num))
end

X509.signature_algorithm

X590.signature_algorithm.get

o IjgE
REVERIEZF clientiFPRISZEE,
o iBiZ&

X509.signature_algorithm.get()

RIMBEEIEBMERGTE, RBEPFHR, KWEAFEEENIl,

iEASEM: EAFHTTPEHAFIUSER_REQUESTE(,
o =l
when HTTP_REQUEST {

Tocal signature_algorithm = X509.signature_algorithm.get()

if signature_algorithm then

LOG.debug(LOG.DEBUG,
string.format("signature_algorithm of client cert is %s\n",

signature_algorithm))
end

ARSI ATEEN . "signature_algorithm of client cert is sha1WithRSAEncryption"

X509.not_valid_before

X509.not_valid_before.get

o IjJEE
SRENHRIERE clientiEBRIBHAETE (TELZBITER) .
d in%

X509.not_valid_before.get()


af://n1204
af://n1205
af://n1221
af://n1222

REULEREREBRIBMANE, RBAFRER, KMEAFEERENI,
ERSEM: EBFHTTPEMHFIUSER_ REQUESTSH.

o B

when HTTP_REQUEST {
Tocal time = X509.not_valid_before.get()
if time then
LOG.debug(LOG.DEBUG,
string.format("client cert will be valid after %s\n", time))
end

iR ETaE : "client cert will br valid after Dec 31 11:28:25 2019 GMT"

X509.not_valid_after

X509.not_valid_after.get

o Ijgg
SRENSRIEZ P clientEBRIBXESE (TELLZ/RFRD) .
o i&i

X509.not_valid_after.get()
REINRERERRBARTE, KBAFHFE, KMEAFERENII,
ERSEM: EBAFHTTPEHFIUSER_ REQUESTHH,

o =B

when HTTP_REQUEST {
Tocal time = X509.not_valid_after.get()
if time then
LOG.debug(LOG.DEBUG,
string.format("client cert is valid before %s\n", time))
end

PERSIST
PERSIST.add

o IhgE
ERIERFRPRII—RICR.
o iBi&
PERSIST.add(pool_name, rs_name, type, ...)

pool_name : IEEIZZRERIACRPserver-poolIEF,
rs_name : {EEIZRRIBIRFACRFRSAIZF,
type : IEESIERIFRE, HRISHFIIEEIA" hash-cookie", "hash-header”,
"hash-url", "http-version", "request-method", "src-ip", '"real-src-ip", "message",


af://n1238
af://n1239
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"radius-avp",

D RS, RIESH type IR, WARRRISE, BHSINTA.

PERSIST.add(pool_name, rs_name, "hash-cookie", cookie_name, cookie_value[, expire[,
match-across]])

cookie_value : ¥§iEcookiefI(E, EKEINFFEHE,

expire : IEEZFRERFCRAVEINETE, XKEAHF, BB

1-3153600 (BAfi7: #) , WERMENEATF65535, #%655354018, BRIAA300%F), TR,
match-across : IZFSIERIFERSEE, MR A"virtual-server", MEESIEFRIFCRA
£REZ N ERSSEUH, BiAAnil, FHE.

PERSIST.add(pool_name, rs_name, "hash-header", header_name, header_value[,
expire[, match-across]])

header_name : {g§EheaderfBIERTR, EKENFRE,

header_value : f§iEheaderfVEEE, EEAFFER,

PERSIST.add(pool_name, rs_name, "hash-url", url[, expire[, match-across]])
url : 35REUrlBYE, RBEANFRFE,
PERSIST.add(pool_name, rs_name, "http-version", http-version[, expire[, match-

across]])
http-version : FgENhttphiAs, KEUAFFFER,

PERSIST.add(pool_name, rs_name, "request-method", request-method], expire[,
match-across]])
request-method : 1BEMIrequestysik, EEIAFFFH, W0"POST',

PERSIST.add(pool_name, rs_name, "src-ip", ip[, expire[, match-across]])

ip: IEXERVipiElE, EBUAFRIER,

PERSIST.add(pool_name, rs_name, "real-src-ip", ip[, expire[, match-across]])

ip : IERERYipiElE, FBUAFRIER,

PERSIST.add(pool_name, rs_name, "message", message[, expire[, match-across]])
message : FFHTRIBS83BRETFER, KELAFRFEH, RAKEN256
PERSIST.add(pool_name, rs_name, "radius-avp", avps[, expire[, match-across]])
avps . IETERIRADIUSEME, ZKAYgLua table,

Lua tablesrEE— kR, BFfAdata, dataf9EBEItBELua table, BJLIEEEZRADIUS
B,

BRRADIUSEM B SR Atypeflival, Hrhtype/awiEIn, XKBJ9#=F, SEE1-255,
Hrpvali9RB = RFER,

NS typef(EN26 (BPFRTIVendor-Specific@lt) , IFEEEAvendor_idFl
vendor_type,

HtypeRIEA260T, vendor_id BTN, REHEF. vendor_typeXEUAHTF, BUAME
790,

FIDiREltrue, KMHE[Elfalse,

i&RISE4: HTTP_REQUEST, HTTP_REQUEST DATA,

{ECLIENT_DATA, SERVER_DATA, USER_REQUESTEZ{4HiArh{EH"hash-cookie","hash-
header","hash-url","http-version","request-method","real-src-ip"28!, iRENK,
HTTP* SRS IEOMImessageX B, iREIXK,
"radius-avp"2EZIFUSER_REQUESTEY, TEHISEMHERLSIERIGHE, REIXM,

o B



when HTTP_REQUEST {--add a persist with hash-cookie type, don't match-across
Tocal cookie_domain = HTTP.cookie.get("domain")
if cookie_domain then
Tocal ret = PERSIST.add(pool_1, rs_1, "hash-cookie", cookie_domain, 400)
if ret then
LOG.debug(LOG.DEBUG, string.format("add persist success\n"))
end
end

o mf2

when USER_REQUEST {--add a persist with radius-avp type, match across virtual

server
local content = {
["data"] = {
{
["type"] = 26,
["vendor_id"] = 2011,
["vendor_type"] = 26,
["val"] = struct.pack(">1", 1000)
b
{
["type"] = 1,
["val"] = "bob"
}
}
3
Tocal ret = PERSIST.add(pool_1, rs_1, "radius-avp", content, 400, "virtual-
server")
if ret then
LOG.debug(LOG.DEBUG, string.format("add persist success\n"))
end
}
PERSIST.delete
o IfgE
ERIERFRTHBR—RKICR.
o iH
PERSIST.delete(pool_name, type, ...)

pool_name : IEEIZFRIGIRIFHCRFserver-pool =27,

type : IEERIEIRIFEEY, ARISHFAIZEAIG hash-cookie", "hash-header”,

"hash-url", "http-version", "request-method", "src-ip", "real-src-ip",
"message", "radius-avp",

..o OIS H, RIESE type BIARE, BMIAARBNSE, BARSIITA.

PERSIST.delete(pool_name, "hash-cookie", cookie_name, cookie_value[, match-
across])

cookie_value : 3BEcookiefE, EKAINFFFER,

match-across : IZFSIEREEREE, R A virtual-server”, NIEESIEFRIFHCRA
£REZ N ERSSEUH, BiAAnil, THE.
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PERSIST.delete(pool_name, "hash-header", header_name, header_value[, match-
across])

header_name : f§iEheaderfIEIERTR, XKEINFFTER,

header_value : igEheaderfUEH(E, LB NFFE,

PERSIST.delete(pool_name, "hash-url", url[, match-across])

url : fEEUriBYE, EEANFRFE.

PERSIST.delete(pool_name, "http-version", http-version[, match-across])
http-version : IBEhttphRA, HELAFFTER,

PERSIST.delete(pool_name, "request-method", request-method[, match-across])
request-method : f§EMIrequestssix, EEINFRTE, 41"POST",

PERSIST.delete(pool_name, "src-ip", ip[, match-across])

ip : EEMipiE, KEVHFRIER,

PERSIST.delete(pool_name, "real-src-ip", ip[, match-across])

ip : fEEMipithlt, XKEUAFRIER,

PERSIST.delete(pool_name, "message", message[, match-across])

message : FRHTHIBSS3HEFER, B ANFRIER, RAKEN128

PERSIST.delete(pool_name, "radius-avp", avps[, match-across])

avps : IETERIRADIUSEME, 2£HYgLua table,

Lua tableEE— MR, BFRAdata, datafIEEithELua table, BILAEIE5RADIUS
e N

BRRADIUSEMBE SR typeflival, Ertype swiHIN, KB, SEE/91-255.
Hrpvalf9RBU A= RTE,

WNRtypeIEN26 (BPFERVendor-Specific@i) , IAEE(E A vendor_idfll
vendor_type,

HtypelEFI26RY, vendor_idAWMEIR, KELHEF. vendor_typekBl#iF, BUAE
790,

IiEEltrue, KMuER[Elfalse,

\EFSE{4: HTTP_REQUEST, HTTP_REQUEST DATA,

{£CLIENT _DATA. SERVER_DATA. USER_REQUESTE{4}HIAR{EA"hash-cookie","hash-
header","hash-url","http-version","request-method","real-src-ip"2$8Y, iR[ELM,
HTTP* SRR ZIFIEO M messageXE!, REIXY,
"radius-avp"#KEIQSZIFUSER_REQUESTEY, TEE{thSRHRERLLSIEFRIFXE, REIKMK,

o w1

when HTTP_REQUEST {--delete a persist with hash-cookie type, don't match-across

Tocal cookie_domain = HTTP.cookie.get("domain")
if cookie_domain then

Tocal ret = PERSIST.delete(pool_1, "hash-cookie", cookie_domain)

if ret then

LOG.debug(LOG.DEBUG, string.format("delete persist success\n"))

end

end

o Xf5l2

when USER_REQUEST {--delete a persist with radius-avp type, match across virtual
server



local content = {
["data"] = {
{
["type"] = 26,
["vendor_id"] = 2011,
["vendor_type"] = 26,
["val"] = struct.pack(">1", 1000)
b
{
["type"] = 1,
["val"] = "bob"
3
}
}
Tocal ret = PERSIST.delete(pool_1, "radius-avp", content, "virtual-server")
if ret then
LOG.debug(LOG.DEBUG, string.format('"delete persist success\n"))
end

PERSIST.persist

o INRE
MERIERMSTERITERE, MRMAREESIERIFRTIREGEIICR, NWaEEHEAEH
RS/E, BIE—RRINERFICRIMNEISIERERD. MRSERETRIRLRS, BRARIEEUR
SSeR ERISTHERINY. BRSSihFEEHITRE.
o B
PERSIST.persist(pool_name, type, ...)
pool_name : EEIZFRIGIRIFCRPserver-poollJE=F,
type : IEERIERIFRE, HRISHFAIZKEIG hash-cookie", "hash-header",
"hash-url", "http-version", "request-method", "src-ip", "real-src-ip",
"message", "radius-avp",

o AJREE, RIESE type BIRE, MARRRISE, BARSINTA.

PERSIST.persist(pool_name, "hash-cookie", cookie_name, cookie_value[, expirel,
match-across]])

cookie_value : 3gxECookiefE, FKEVNFFTER,

expire : IEEIZEZSERICRAIVERATE, FKEAEF, EFKiAB300%0, FE.
match-across : ZFRIEREHEAEE, MR virtual-server", NILRESIERIFCR
LREBEZNERSSETA, BAAnil, TR,
PERSIST.persist(pool_name, "hash-header", header_name, header_value[, expire[,
match-across]])

header_name : }§iEheaderfEMRFR, KB AFRIER,

header_value : j§EheaderfUEMHE, RBUNFRFE.
PERSIST.persist(pool_name, "hash-url", url[, expire[, match-across]])

url: EEUrBNE, REENFFRER,

PERSIST.persist(pool_name, "http-version", http-version[, expire[, match-across]])
http-version : FgENttphiAs, HKEUAFFTER,

PERSIST.persist(pool_name, "request-method", request-method[, expire[, match-
across]])
request-method : ¥§EMIrequestfixk, REINFRFEH, a0"POST',
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PERSIST.persist(pool_name, "src-ip", ip[, expire[, match-across]])

ip : IEERYipithil, REUAFRFE,

PERSIST.persist(pool_name, "real-src-ip", ip[, expire[, match-across]])

ip : IEERYipithil, REUAFRFE,

PERSIST.persist(pool_name, "'message", messagel[, expire[, match-across]])
message : fEHTHISS83HEFER, RENFRHE, BAKEN128

PERSIST.persist(pool_name, "radius-avp", avps[, expire[, match-across]])

avps : ISEBIRADIUSEME, ZEEYHLua table,

Lua table@E— R, BFRfdata, datafyZEEtELua table, TLIEEELRADIUS
B,

BRRADIUSEM B SRR Atypeflival, Hrtype/swhEIN, XKE9#=F, SEE1-255,
Hrpvalf9RBU A= RFE,

WNRtypeRdE26 (BpZR=Vendor-SpecificEM) , EXHBE(E A\vendor_idF
vendor_type,

HtypelYE/I268Y, vendor_idAwMEIR, KEHEF. vendor_typekBl#iF, BUAE
790,

iR ElItrue, KMuR[Elfalse,

iEF%{4: HTTP_REQUEST, HTTP_REQUEST DATA,

{ECLIENT_DATA. SERVER_DATA. USER_REQUESTE/{4HIAR{EA"hash-cookie","hash-
header","hash-url","http-version","request-method","real-src-ip"2$8Y, iR[EILM,
HTTP*SHAZISIIEOMImessageXE!, iREXM,
"radius-avp"&KEIQZHFUSER_REQUESTSRM, ERMSMHDERISIEFRIGSEE, REXK,
A2 IEOAREEHSLB.pooiZORSEM. MR A TSLB.pool, FBAIER
PERSIST.persistiZO&iREILM,

o XAl

when HTTP_REQUEST {--persist traffic with hash-cookie type, don't match-across
Tocal cookie_domain = HTTP.cookie.get("domain")
if cookie_domain then
Tocal ret = PERSIST.persist(pool_1, "hash-cookie", cookie_domain, 400)
if ret then
LOG.debug(LOG.DEBUG, string.format("persist traffic success\n"))

end
end
}
o X2

when USER_REQUEST {--persist traffic with radius-avp type, match across virtual
server
Tocal content = {
["data"] = {
{
["type"] = 26,
["vendor_id"] = 2011,
["vendor_type"] = 26,
["val"] = struct.pack(">1", 1000)
i
{
["type"] = 1,
["val"] = "bob"



}
}

}
Tocal ret = PERSIST.persist(pool_1, "radius-avp", content, 400, "virtual-
server')
if ret then
LOG.debug(LOG.DEBUG, string.format("persist traffic success\n"))
end

PERSIST.find

o IfEE
EREREFRPER—RICR.
e &
PERSIST.find(pool_name, type, ...)
pool_name : IEEIZRSIERIFCRPserver-poollIZ=F,
type : IEESIEFRIFEE, SRIIFAIREYE hash-cookie", "hash-header”,
"hash-url", "http-version", "request-method", "src-ip", "real-src-ip",
"message", "radius-avp",

o AR2Y, RIESE type (IAR, BATRRIZSE, BAFESINTA.

PERSIST.find(pool_name, "hash-cookie", cookie_name, cookie_value[, match-across])
cookie_value : f§xEcookiefI(E, HEBEINHFFFEH,
match-across : ZFRIEREHEAEE, MR virtual-server", NILRESIERIFCRT
LRBEZNERSSETA, BAAnil, TR,
PERSIST.find(pool_name, "hash-header", header_name, header_value[, match-
across])
header_name : {g§EheaderfBIERIR, LBINFFE,
header_value : j§EheaderfUEMHE, RELNFRFE.

PERSIST.find(pool_name, "hash-url", url[, match-across])

url : 35REUrlBYE, RBENFRIE,

PERSIST.find(pool_name, "http-version", http-version[, match-across])
http-version : FEEhttpiRAS, FREINFRFER,

PERSIST.find(pool_name, "request-method", request-method[, match-across])
request-method : f§EMIrequestssik, EEINZFFFE, 41"POST",

PERSIST.find(pool_name, "src-ip", ip[, match-across])

ip : IBEMipHbil, FEEUAZFFTER.

PERSIST.find(pool_name, "real-src-ip", ip[, match-across])

ip : 1IEEMipibil, FEEUAFRTER,

PERSIST.find(pool_name, "'message", message[, match-across])
message : FRHTHYBS83IBRTFER, FKEAFRE, HAKEN128

PERSIST.find(pool_name, "radius-avp", avps[, match-across])
avps . IETERIRADIUSEME, ZEEYHgLua table,

Lua tablesrE@E—ER, &FfAdata, dataf9EBEitEELua table, BILIEES5RADIUS
B,

FERADIUSEBIME B MR Ntypeflval, HtypeJoMEIN, XKEINEZF, SEE/I1-255.
HrpvalfRB AFRFE,

WRtypeHIEN26 (BPFERVendor-Specific@l) , IAEE(EAvendor_idfll
vendor_type,
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HtypeA9EH260Y, vendor_idAwEIN, KB NEF. vendor_typeRBUA#E, FIAME
730,

o FE:

pkINiR[Eltrue, rs: {name, ip, port}, KkMiR[Elfalse,rs/nil

fECLIENT DATA. SERVER DATA. USER_REQUESTEE{4HIZAH{E "hash-
cookie","hash-header","hash-url","http-version","request-method","real-src-
ip"%E, REXY,

HTTP*SEHARSZISIEOMmessageBY, iREIXM,
"radius-avp"REIAZFFUSER REQUESTS Y, EREMSBHPERISIERITXRE, M
KM,

o B

when CLIENT_DATA {
Tocal client = TCP.client:get()
Tocal message = client:read(5)
LOG.debug(LOG.DEBUG, string.format("message[5] %s\n", message))
rs = PERSIST.find("pool_1", "message", message, "virtual-server")
if rs ~= nil then
LOG.debug(LOG.DEBUG, string.format("rs ip %s, name %s\n",
rs.ip, rs.name))
end

o T2

when CLIENT_DATA {--find persist with radius-avp type, match across virtual
server
local content = {
["data"] = {
{

["type"] = 26,

["vendor_id"] = 2011,

["vendor_type"] = 26,

["val"] = struct.pack(">1", 1000)

I
{
["type"] = 1,
["val"] = "bob"
}
}
3
rs = PERSIST.find("pool_1", "radius-avp", content, "virtual-server')

if rs ~= nil then
LOG.debug(LOG.DEBUG, string.format("rs ip %s, name %s\n",
rs.ip, rs.name))
end

IP

IP.client_addr

IP.client_addr.get
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o Ijgg
RENHRnERE P clientimAdipitiit,

o iBix
IP.client_addr.get()
RETNRElipithilt, BUAHFRER, KBUREnNIl,
iE%EM: FRESEM.

o Tl

when HTTP_REQUEST {
Tocal client_ip = IP.client_addr.get()
if client_ip then
LOG.debug(LOG.DEBUG, string.format("client ip is %s\n", client_ip))
end

IP.server_addr

IP.server_addr.get

o IjNRE
SREUSE R REHAIRSAYipitbilL,
e iBiZ&

IP.server_addr.get()

FEINRElipallk, XBUHFRFEH, KBURENIL,
iEMEM: HTTP_RESPONSE, HTTP_RESPONSE_DATA,

o B

when HTTP_RESPONSE {
Tocal rs_ip = IP.server_addr.get()
if rs_ip then
LOG.debug(LOG.DEBUG, string.format('"rs ip is %s\n", rs_ip))
end

IP.local_addr
IP.local_addr.get

o Ijgg
FEHTTPIERGMEAS, FKEXClientBERkAYERTMIE, BOVSAUMENLE; FEHTTPIINAYFSE, FRENADCE
T AT ERERSAIMELLE,

o iBX

IP.local_addr.get()
RIDEEipititik, XBAFFFER, KMGREnNIl,
iEREY: FRESEH.
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o Tl

when HTTP_REQUEST {
Tocal Tocal_ip = IP.local_addr.get()
if Tocal_ip then
LOG.debug(LOG.DEBUG, string.format("vs ip is %s\n", local_ip))
end

3
when HTTP_RESPONSE {

Tocal Tocal_ip = IP.local_addr.get()
if Tocal_ip then
LOG.debug(LOG.DEBUG, string.format("adc use ip %s to connect RS\n",
local_ip))
end

IP.remote_addr
IP.remote_addr.get

o IjRE

FEHTTPIERT AT, SREXClientystbtlt; FEHTTPIAREYTSH, SREUSEEIAGEHAIRSAIMbIL,

e iBZ&

IP.remote_addr.get()
REIMRElipithtl, XBUAFFRR, KBURENIl,
ERSEMY: FREEH.

o =B

when HTTP_REQUEST {
Tocal remote_ip = IP.remote_addr.get()
if remote_ip then
LOG.debug(LOG.DEBUG, string.format('"client ip is %s\n", remote_ip))
end
}
when HTTP_RESPONSE {
Tocal remote_ip = IP.remote_addr.get()
if remote_ip then
LOG.debug(LOG.DEBUG, string.format("RS ip is %s\n", remote_ip))
end

IP.real client_addr
IP.real_client_addr.get

o INgE
SRENESCHclientTipithilt,
o B
IP.real_client_addr.get()
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FINBElipittl, XKBAFRFER, KWEAFERENI,
EASEM: ERFHTTPEH.
o fl
when HTTP_REQUEST {
Tocal real_client_ip = IP.real_client_addr.get()
if real_client_ip then
LOG.debug(LOG.DEBUG, string.format('"real client ip is %s\n",

real_client_ip))
end

TCP

TCP.client_port
TCP.client_port.get

o IfEE
LRI lientiAiIAC S,
o iBi&
IP.client_port.get()
RINBEIROS, XKEAFHFR, KBIRENI,
EAEMN: FrESEH.
o fl
when HTTP_REQUEST {
Tocal client_port = TCP.client_port.get()
if client_port then

LOG.debug(LOG.DEBUG, string.format("client port is %s\n", client_port))
end

TCP.server_port
TCP.server_port.get

o IjJgE
REUIEERIEHIIRSHIROS,
e iBiX
TCP.server_port.get()
RINEEIROS, EBAFFER, KBIRENIl,
iEAE: HTTP_RESPONSE, HTTP_RESPONSE_DATA,

o Tl
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when HTTP_RESPONSE {
Tocal rs_port = TCP.server_port.get()
if rs_port then
LOG.debug(LOG.DEBUG, string.format("rs port is %s\n", rs_port))
end

TCP.local_port
TCP.local_port.get

o INgE
FEHTTPiEK G MEAY, 3KEXclientiBkEIERIRO, BIVSAYIROS,; EHTTPIEAAYSM, FREXADC
RERATIEERSHIRAS,
o B
TCP.local_port.get()

FREIROS, XREAFFHR, KMRENIl,
EREH: FAESEM.

o B

when HTTP_REQUEST {
Tocal Tocal_port = TCP.local_port.get()
if Tocal_port then
LOG.debug(LOG.DEBUG, string.format("vs port is %s\n", local_port))
end

}
when HTTP_RESPONSE {
Tocal Tocal_port = TCP.local_port.get()
if Tocal_port then
LOG.debug(LOG.DEBUG, string.format("adc use port %s to connect RS\n",
local_port))
end

TCP.remote_port
TCP.remote_port.get

o INEE
FEHTTPIEKRS AT, KEXCclientfin[1S,; FEHTTPIIRAI/SE, FREUSEE AL HAIRSATIR
%0
o B
TCP.remote_port.get()
REULBREIROS, XBAFHEH, KMGEENIl,
ERASEM: FrESEH.

o Bl
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when HTTP_REQUEST {
Tocal remote_port = TCP.remote_port.get()
if remote_port then
LOG.debug(LOG.DEBUG, string.format('"client port is %s\n", remote_port))
end

}
when HTTP_RESPONSE {
Tocal remote_port = IP.remote_port.get()
if remote_port then
LOG.debug(LOG.DEBUG, string.format("RS port is %s\n", remote_port))
end

TCP.real_client_port
TCP.real_client_port.get

o INge
SRENESCHclientfim S,
o iBi%
TCP.real_client_addr.get()
RULEREIROS, XBAFHER, KYEEAEFEERENI,
EASEH: ERTFHTTPEH.

o il

when HTTP_REQUEST {
Tocal real_client_port = TCP.real_client_port.get()
if real_client_port then
LOG.debug(LOG.DEBUG, string.format('"real client port is %s\n",
real_client_port))
end

TCP.client
TCP.client:get()

o INRE
FRENZZ T CPIEZANT &,
o 8%

TCP.client:get()

ERAFTCPELH.

o bl
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when CLIENT_DATA {
Tocal client = TCP.client:get()
Tocal bytes, err = client:send("hello Tua")
if not bytes then
LOG.debug(LOG.ERROR, string.format('send message failed, err %s\n",
err))
end

client:setopts(opts)

o IfRE
BEEPIRTCPIEENSINEN.
o iBi%

client:setopts(opts)
opts : Atable, BFEIITEMSsend_timeout, read_timeout,
congestion_send_timeout,congestion_read_timeout

ERFTCPEH.
eS8 IeE

o il

when CLIENT_DATA {
Tocal client = TCP.client:get()

-- WHEEIRTCPIERS R IEFZ SN . 2SR s .

Tocal err = client:setopts({send_timeout = 1000, read_timeout = 1000,
congestion_send_timeout = 1000, congestion_read_timeout = 1000})

if err then

LOG.debug(LOG.ERROR, string.format('set opts failed, err %s\n",

err))

end

client:send(data)

o Ijgg
A% Fim RKIEEE.
o iE;

bytes, err = client:send(data)

data : EFURAIESIE.

BiZERINEbytes ARIERKE, MNEBMEKMbytesHnil, errRRIERERE.
ERAFTCPEHIH,

o B

when CLIENT_DATA {
Tocal client = TCP.client:get()
Tocal bytes, err = client:send("hello Tua")
if not bytes then
LOG.debug(LOG.ERROR, string.format('send message failed, err %s\n",
err))
end
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client:read(...)

o IjgE
NE FimEEEE.
o {Bi&

data, err, partial = client:read(["*1"])

data, err, partial = client:read("*a")

data, err, partial = client:read(size)
["*1"] : ENESE, WNEFPmZBEWE, —MaZEE\n'(ASCI 10)5R[E,
"ra" . NEFIREEEGE, —RRERERIE KA,
size : NEFIMZBEUE, —MRIEESize R IFHEL,

data, err, partial: XpEINES, data’oiEENAYENE; ZHKMES, datanil, errFRbiE
(B2, partailZRZEVIERP AR
EAFTCPHIH.

o =B

when CLIENT_DATA {
Tocal client = TCP.client:get()
local data, err, partail = client:read(5)
if data then
LOG.debug(LOG.DEBUG, string.format("read message %s\n", data))
else
LOG.debug(LOG.DEBUG, string.format("read message failed, err %s, partial
message %s\n", err, partial))
end

client:peek(size)
o IjIBE
BEEFimAERIEEE.
o Bk
data, err = client:peek(size)
size : BEEEFWNAEEIE, sizeRrnBEaamlNFHEL
o FE:
HRgINAY, dataDEERIENE; HEWMES, datadnil, errZREEER.
iEAFUSER_REQUESTES (4,

o Tl

when USER_REQUEST {
Tocal client = TCP.client:get()
lTocal data, err, partail = client:peek(1l) -- iK%, 197
if data then
LOG.debug(LOG.DEBUG, string.format('peek message length %d\n", data))
end

TCP.server

TCP.server:new(pool_name, rs_name, opts)
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o IfEE
SREURSS i TCPIEZAIRI SR,
* g
TCP.server:new()
pool_name : JISPEFR;
rs_name : JRSEFR;
opts : Atable, fffEconnect_timeout, send_timeout, read_timeout;
congestion_send_timeout,congestion_read_timeout&ix, EWGERISFEH HIAZERNAYESET
&,

IEAFCLIENT DATASE (4. server dataZhft,

BIEERAMURRE—RHE, 2RIFISNEE, RIS KHfirs_id, SEARZISUERip.
port8lIZEfGimrsAOEERISR.

MR pool_namefitE&BErs_name, MEREE—MMEENIR, RE(FERE(T
pool_name+rs_nameifAiZOMIRE ZBIEEAEENSR, BECRPRIRSS iR EIZERAY

pool_name&Z=F

o Tl

when SERVER_DATA {
Tocal client = TCP.client:get()
-- server 1is Visibility
local data, err = server:read(4)
if not data then
LOG.debug(LOG.ERROR, string.format('read message failed, err %s\n",

err))
elseif data == "pong" then
client:send(data)
else
client:send("unexpected response")
end
3

when CLIENT_DATA {

Tocal server = TCP.server:new(pool_name, rs_name, {connect_timeout = 1000,
send_timeout = 1000, read_timeout = 1000})

Tocal bytes, err = server:send("ping")

if not bytes then

LOG.debug(LOG.ERROR, string.format("send message failed, err %s\n",

err))

end

TCP.server:get()

o IjJBE
SEEN ARSI T CPIE R XT S2,
o Bk
TCP.server:get()

iEFFCLIENT DATAZE4., server dataZsft,

o B
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when CLIENT_DATA {
Tocal server = TCP.server:get()
Tocal bytes, err = server:send("hello Tua")
if not bytes then
LOG.debug(LOG.ERROR, string.format('send message failed, err %s\n",

err))
end

server:setopts(opts)

o INEE
IREMRSS i TCPIEEXIRAYE M.
° i&j
server:setopts(opts)
opts : table, BFUITEMsend_timeout, read_timeout,
congestion_send_timeout,congestion_read_timeout

IEATFCLIENT DATAZE{Y. server_dataZhfH.
FrES#HW s E

o Tl

when CLIENT_DATA {

Tocal server = TCP.server:new(pool_name, rs_name, {connect_timeout = 1000,
send_timeout = 1000, read_timeout = 1000})

-- WEMRS U TCPERRT G R IR FIFEGE I« I ZE SRt (A A 1s .

Tocal err = server:setopts({send_timeout = 1000, read_timeout = 1000,
congestion_send_timeout = 1000, congestion_read_timeout = 1000})

if err then

LOG.debug(LOG.ERROR, string.format("set opts failed, err %s\n", err))

end

server:send(data)

o Ijgg
EBRSS I AR IR,
e iBZ&

server:send(data)

bytes, err = server:send(data): FIRSIHAIZEEIE, KEMINEbytes HREANSE, WMRHINLM
bytesAnil, errFZrERRE.

IEATFCLIENT DATAZSE{Y. server_dataZhsfH.
o X5l
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when CLIENT_DATA {

Tocal server = TCP.server:new(pool_name, rs_name, {connect_timeout = 1000,
send_timeout = 1000, read_timeout = 1000})

Tocal bytes, err = server:send("hello Tua")

if not bytes then

LOG.debug(LOG.ERROR, string.format("send message failed, err %s\n",

err))

end

server:read(...)

o IhgE
MRS IR,
o iBi&
data, err, partial = server:read(["*1"])
data, err, partial = server:read("*a")
data, err, partial = server:read(size)
["*1"] : BNESE, MIRSIHIZEEGE, —MIEEE/\n(ASCII 10)R[E],
"ra" . MIRSSIRIEEEEE, —REENERIIRSHKA.
size : MIRSSUmEENEGE, —MIEEsize R RIFTEL.

data, err, partial: ZpEINAY, dataoiEANRYENIE; Z35KMAY, dataAnil, errF/RHiEE
(B2, partailZFZHNBRAB.
iEFFCLIENT DATAZE{4. server dataZsft.

o il

when CLIENT_DATA {
Tocal server = TCP.server:new(pool_name, rs_name, {connect_timeout = 1000,
send_timeout = 1000, read_timeout = 1000})
Tocal data, err, partail = server:read(5)
if data then
LOG.debug(LOG.DEBUG, string.format("read message %s\n", data))
else
LOG.debug(LOG.DEBUG, string.format('read message failed, err %s, partial
message %s\n'", err, partial))
end

server:close()

o Ijgg
RIARRSS IR TCPERL.
o iE;

ok, err = server:close()

ZpkINES, okFI1; ZHKMES, okianil, err‘RHIEER.
iEFTFCLIENT DATAZE{4, server dataZhfH.

I

when CLIENT_DATA {

local server = TCP.server:new(pool_name, rs_name, {connect_timeout = 1000, send_timeout =
1000, read_timeout = 1000})

ll
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process message

-]

server:close()

}
UDP
UDP.peek(size)
o IhEE
MEFimTSEUDPEUE.
o iEj
data, err = UDP.peek(size)
size | FRTUENFTEL
data, err: ZpEINAY, dataloiEENAOENE, Z35KMAS, datajanil, errFRRHEEER.
iEMAFUSER_REQUESTEE(4:,
o il

when USER_REQUEST {
Tocal data, err = UDP.peek(20)
if data then
LOG.debug(LOG.DEBUG, string.format('"read message %s\n", data))
else
LOG.debug(LOG.DEBUG, string.format("read message failed, err %s\n",
err))
end

LOG

LOG.debug
o IjJEE
$JEDdebuglER., FEEREFPFEXIRFFXdebug slib_script xxxA BERREIIN(E S
o iBix
LOG.debug(level, str_format)

level : ¥TEDdebugEER9%5I, BHBISZFFHRAI"LOG.DEBUG", "LOG.INFO",
"LOG.NOTICE", "LOG.WARNING", "LOG.ERROR", "LOG.CRITICAL",
"LOG.ALERT", "LOG.EMERGENCY",
str_format : $§EFTHAYdebugEERA.

FZiR[OlE.
EMRSEM: FESEH.

o Tl
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when HTTP_REQUEST {
LOG.debug(LOG.DEBUG, "enter event HTTP_REQUEST\n")
Tocal real_client_port = TCP.real_client_port.get()
if real_client_port then
LOG.debug(LOG.DEBUG, string.format('"real client port is %s\n",
real_client_port))

else
LOG.debug(LOG.WARNING, string.format("real client port is not exist\n"))
end
}
LOG.log
o INgE
EE}SEE’:L!J:‘o
e iFi
ok, err = LOG.log(rs_name,Tog_text)
rs_name : ¥gErs_nameg=
log_text : FrRHAFPERNEZICRAIA,
HBRRINAY, okJa1; HKMAEY, okJanil, err‘FHiEER.
iEFAFCLIENT_DATA, SERVER_DATAS: {4,
EEARBBRTEXEEAREERAE.
M5l

when CLIENT_DATA {
--[[

process message

--11

LOG.Tog(rs_name, string.format("send test message to %s.",rs_name))

3
bitEE

bitEEIRHOEEIRIE. TR, FrabitEZEOENRREI2{IHATSEE. ~HFprinteRESIuatELIL,
printx4EBNREN T

function printx(x)
print("0x"..bit.tohex(x))
end

bit.tobit (x)
EERAITETU

o il

printx(bit.tobit(Oxffffffff)) -—> OXFFFFffff
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bit.tohex (x [,n])

BES— SN T7/SERIF TR, 7 a4 aisE — NS ARveRESs . 1218
ZIARIEMSERVNSHIH7NAFIE T, RAEEMASRIHNHHET. X&EE3E94* | n | A
iz, BOAMEREMSNNERI 7N,

o =l

print(bit.tohex(1)) --> 00000001
print(bit.tohex(-1)) --> ffffffff
print(bit.tohex(Oxffffffff)) --> ffffffff
print(bit.tohex(-1, -8)) --> FFFFFFFF
print(bit.tohex(0x21, 4)) --> 0021

print(bit.tohex(0x87654321, 4)) --> 4321

bit.bnot (x)

B
o Xl
print(bit.bnot(0)) -—> -1
printx(bit.bnot(0)) --> Oxffffffff
print(bit.bnot(-1)) --> 0
print(bit.bnot(Oxffffffff)) -—> 0

printx(bit.bnot(0x12345678)) --> Oxedcha987

bit.band (x1 [,x2...])
S8k

o =B

printx(bit.band(0x12345678, Oxff)) --> 0x00000078

bit.bor (x1 [,x2...])
IR(E

o =B

print(bit.bor(l, 2, 4, 8)) -=> 15

bit.bxor (x1 [,x2...])
SR

o
printx(bit.bxor(0xa5a5f0f0, Oxaa55ff00)) --> 0x0ff00ff0
bit.Ishift (x, n)

k= a7

o Tl
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print (bit.Ishift (1, 0) ) -> 1

print (bit.1shift (1, 8) ) -> 256

print (bit.1shift (1, 40) ) -> 256

printx (bit.Tshift (0x87654321, 12) ) -> 0x54321000

bit.rshift (x, n)
BIEAR
o =l

print (bit.rshift (256, 8 ) ) -> 1
print (bit.rshift (-256, 8) ) -> 16777215
printx (bit.rshift (0x87654321, 12) ) -> 0x00087654

bit.arshift (x, n)
BHAR

o Bl

print (bit.arshift (256, 8) ) -> 1
print (bit.arshift (-256, 8) ) -> -1
printx (bit.arshift (0x87654321, 12) ) - -> 0xfff87654

bit.rol (x, n)
BRI, BEEBEIRER. nHIESELRFREFERA.

o Tl

printx(bit.rol1(0x12345678, 12)) --> 0x45678123

bit.ror (x, n)

ZRRLSRIEIN, BB ERH. nEYRSLLISWER.
=~
printx(bit.ror(0x12345678, 12)) -->0x67812345

bit.bswap (x)
REHSHNFHHREE, Xeo]ATFENG32EFRIEARNIRI2MET, RZITFA,

o il

printx(bit.bswap(0x12345678)) --> 0x78563412
printx(bit.bswap(0x78563412)) --> 0x12345678

structfE

NN EEMY, REGERRURES L. ZERMH T NCEEEIRELUaBIIERTIRE, TEREUE
HBstruct.pack(iFZ P LualBE R NS T HBIEER)Flstruct.unpack(NEHHLRY —HFIEURRE
92N LuaifE).

B fmt
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BNFAER, mATEENRR. BUFARE— NIRRT, ARmASRIF T FISRR T ERAY
P, BAFDFRISRNA T DFIT, AERNTT, SREILUERFFRESIVERTE
BUXLIRE.

]

X

" BEEHE

L

"' IEEENFHITRNGAUN2EIR), REERTIEEITO

> RENAR

"<t RE NN

X EHR0FT

b BHSFH

"B" FTRSF/

"h BreaEs

H T SRaEEn

| BRSKEE

L FTRFSIKEER

T size_t

"in" NFHHNERFSEE

"In" NFI TS EE

f =i

"d" SHEEF =AY

"s" \OERHIF &

| NFRIEITR, BN, SR, AENFHRUTES AN FRERNF
FHEEFT)

wqr | FUCVEIUIRT nRET Rt A nRAATEF R IR R AT RIS

RERNRKE

struct.pack(fmt, ...)

HREUEE: structpack(fmt, d1, d2, ...), XPREUGRIEBIFAFRMEIEXRE—MEEdT,d2...
FNEZEIEEN

struct.unpack(fmt, data)

REEIEE: struct.unpack(fmt, s, [(]), RIEEINFAFRMBEERFHs, TRSHRcIERE,
BAR, SRR, WERERERNREIEERIERAE, AR TIRER T RFRTE.

struct.size(fmt)
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HEEEX/ N EREREEISIFAREICZ ERFRFBERN. ImtSTUF TRt
Im"s"#0"c0",

il

o =l

(1) farH ATHLas EBEAY i 5

print(struct.size("i"))  --filHaiHles LR ST 4L
(2) LML T BN, TR XFRH "< 4biiii".

struct str {
char b;
int i[4];

(3) WRFERFERHMREE—AMRKOEA, T fstring. rep R AT/ E, B, &%t
THEEE, ATLMEH"d". .string.rep("i", 400) kA4 itk ek .

struct str {
doubble x;
int 1[400];

(4) x = struct.pack("Bc0", string.len(s), s) -—RFFdAE B RAE T A7 A 11 0
s = struct.unpack("Bc0", x) —fiffHFRFFxX
(5) HEART TR TR, AL 2B, ALV W R Ak

X = struct.pack("cl0", s .. string.rep("", 10))

CONVERTEE

CONVERTE=RAHFHHIAEHIRIE. iTR, BB CONVERTEROERREIS2bitrR TR, a8
75 F0%MNE.

CONVERT.dec2bin(x)
BHHFIE T E RIS
° iniﬁ
local big_str = CONVERT.dec2bin(dec_num)

dec_numig+i#HIE=F
bit_stra Zi#HIEIEMNFSHR
iEASM: EMAFUSER_ REQUESTS4

o il

when USER_REQUEST {

Tocal bit_str = CONVERT.dec2bin(255) -bit_str is
00000000000000000000000011111111, type of bit_str is string
}
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CONVERT.dec2oct(x)
D Wil e AN e e =

o {Bi&

Jocal oct_str = CONVERT.dec2oct(dec_num)

dec_numig+i#HEF
oct_strig/\iHI &R F T
iEASEM: EMAFUSER REQUESTES4

o bl

when USER_REQUEST {
local oct_str = CONVERT.dec2oct(255) -oct_str is 00000000377,type of
oct_str is string

}

CONVERT.dec2hex(x)
L Wil Y i AN G e ==

o Bk
Jocal hex_str = CONVERT.dec2hex(dec_num)

dec_num3+i#FIE=F
hex_strig+7 it hIEEF /TSR
iEASM: SEAFUSER_ REQUESTSE{

o bl

when USER_REQUEST {
Tocal hex_str = CONVERT.dec2hex(255) -hex_str is 000000ff,type of
hex_str is string

}
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